Export restrictions and sanctions

Effective as of June 24 2025, replaces the previous version of Export restrictions
and sanctions.

The content of this document is a mandatory part of the General Terms of Use for
CSC's Services for Research.

Export restrictions apply to CSC's Services for Research. For example, CSC's
supercomputing hardware, the services produced by the hardware is considered
so-called dual-use item. Also the research results provided by the supercomputing
services and expertise derived from them can be dual-use items. Dual-use items
are regulated by a mandatory legislation. The users must obey Finnish and EU
export restrictions and sanctions.

The services must not be used against US export restrictions or sanctions since
these are included as contract terms in contracts with US vendors, other
subcontractors and software providers and in that way they bind CSC and also
restrict service use.

Software-specific license terms can be found from CSC guidelines and user
manuals. CSC's Service Desk will be happy to answer your questions.

When using CSC services, creating a CSC Project, adding members to your CSC
Project or applying resources for a CSC Project you affirm and confirm the
following:

e Your use of CSC's Services for Research or the results thereof do not violate
export control regulations or sanctions.

» You are not on any sanctions list. The project manager of the CSC Project
must ensure that no project member is on a sanctions list.

e You do not have any commitments that would violate export control or
sanctions legislation. You are not affiliated with organizations operating in
countries subject to sanctions. You do not use CSC's Services for Research
in countries subject to sanctions.

e You do not transfer content, for example software, computing results and
research data, or competences to countries under the export restrictions or
sanctions.

e You follow the possible export restrictions by the software vendor of the
software you are using.

e You do not circumvent the above-mentioned prohibitions by technical
means.


https://research.csc.fi/terms-of-use
https://research.csc.fi/terms-of-use
https://research.csc.fi/service/
https://docs.csc.fi/apps/
https://docs.csc.fi/apps/

If you are uncertain whether export restrictions or sanctions apply to your research
project, we recommend to contact the Finnish home organization of your project
or CSC Service Desk.

CSC is responsible for inspection, monitoring and security processes related to
the use of services and export restrictions. Service users and CSC staff are obliged
to notify CSC of any illegal research or other unwanted act that may breach the
contract, export or sanctions regulations or other commitments.

If CSC has reasons to suspect that the services are used partially or entirely against
export restrictions or sanctions, CSC is obliged to report the issue to the export
control unit of the Ministry for Foreign Affairs according to the Finnish law on
export control 500/2024. If a crime or violation is suspected, CSC is obliged to
make a report of an offence to the police. In addition CSC may inform the CSC
Project Manager and the relevant home organizations about possible violations of
these rules.

Information on export regulations and sanctions:

e Finnish law on dual-use items export control (Laki kaksikayttotuotteiden
vientivalvonnasta, in Finnish)

e Regulation (EU) 2021/821 of the European Parliament and of the Council for
the control of exports, brokering, technical assistance, transit and transfer of
dual-use items (recast), especially the Annex 1

e Sanctions by countries (Ministry for Foreign Affairs, in Finnish), Export
Control (Ministry for Foreign Affairs, in English) In particular, sanctions
against Russia (Ukraine) are the most important consolidated versions of
Council Regulation (EU) 833/2014 and (EU) 269/2014.

e EU sanctions map on dual-use items

e Information on US export regulations and sanctions

e US Resources on Export Controls Implemented in Response to Russia’s
Invasion of Ukraine

e US Commerce Control List

e US Commerce Country Chart



https://www.finlex.fi/fi/laki/alkup/2024/20240500
https://www.finlex.fi/fi/laki/alkup/2024/20240500
https://eur-lex.europa.eu/eli/reg/2021/821/oj
https://um.fi/pakotteet-maittain
https://um.fi/services-and-guidelines-for-export-control
https://um.fi/services-and-guidelines-for-export-control
https://www.sanctionsmap.eu/#/main?filters=%7B%22adopted_by.id%22:%7B%221%22:false,%222%22:false,%223%22:false%7D,%22category.id%22:%7B%221%22:false,%222%22:false,%223%22:false,%225%22:false%7D,%22country.code%22:%7B%22AF%22:false,%22BY%22:false,%22BA%22:false,%22BI%22:false,%22CF%22:false,%22CN%22:false,%22KP%22:false,%22CD%22:false,%22GT%22:false,%22GN%22:false,%22GW%22:false,%22HT%22:false,%22IR%22:false,%22IQ%22:false,%22LB%22:false,%22LY%22:false,%22ML%22:false,%22MD%22:false,%22ME%22:false,%22MM%22:false,%22NI%22:false,%22NE%22:false,%22RU%22:false,%22RS%22:false,%22SO%22:false,%22SS%22:false,%22SD%22:false,%22SY%22:false,%22TN%22:false,%22TR%22:false,%22UA%22:false,%22US%22:false,%22VE%22:false,%22YE%22:false,%22ZW%22:false%7D,%22measures.type.id%22:%7B%222%22:false,%223%22:false,%224%22:false,%225%22:false,%226%22:false,%227%22:true,%228%22:true,%2211%22:false,%2212%22:false,%2213%22:false,%2214%22:false,%2215%22:false,%2216%22:false,%2217%22:false,%2218%22:false,%2219%22:false,%2220%22:false,%2221%22:false,%2222%22:false,%2223%22:false,%2224%22:false,%2225%22:false,%2226%22:false,%2227%22:false,%2228%22:false,%2229%22:false,%2230%22:false,%2233%22:false,%2234%22:false,%2235%22:false,%2236%22:false,%2237%22:false,%2239%22:false,%2240%22:false,%2241%22:false,%2242%22:false,%2243%22:false,%2244%22:false,%2245%22:false,%2246%22:false,%2247%22:false,%2248%22:false,%2249%22:false,%2250%22:false,%2251%22:false,%2252%22:false,%2253%22:false,%2255%22:false,%2256%22:false,%2257%22:false,%2258%22:false,%2259%22:false,%2261%22:false,%2262%22:false,%2263%22:false,%2264%22:false%7D%7D
https://www.bis.gov/ear
https://www.bis.doc.gov/index.php/policy-guidance/country-guidance/russia-belarus
https://www.bis.doc.gov/index.php/policy-guidance/country-guidance/russia-belarus
https://www.bis.gov/ear/title-15/subtitle-b/chapter-vii/subchapter-c/part-774/supplement-no-1-part-774-commerce-control
https://www.bis.gov/ear/title-15/subtitle-b/chapter-vii/subchapter-c/part-738/supplement-no-1-part-738-commerce-country

